MYHULIUITAJIBHOE BIO/DKETHO YUYEXIEHUNE
OOITOJIHUTEJIBHOI'O OBPA3OBAHUA
«KPACHOTYPBMHCKASA JETCKAA MY3bIKAJIBHAA [IKOJIA Ne 1»

NMHOOPMAILIMOHHASA ITAMATKA V11 OBYUYAIOIIINXCHA

C KaXAbIM TOJIOM MOJIO[IE)KHM B MHTEPHETe CTAHOBUTHCS OOJbIlle, a IIKOJBHUKWA OFHU U3
CaMbIX aKTHBHBIX [0/ib30BaTeneid PyHera. Mexxay TeMm, [OMMMO OrPOMHOIO KOJIMYeCcTBa
BO3MO>KHOCTEM, WHTEpPHeT HeceT W MpobsieMbl. JTa TaMsTKa J0/DKHA TOMOYb Tebe 6Ge30macHO
HaXO/IUThCS B CETHU.

KoMmnbloTepHbIe BUPYChI

KomnbloTepHbIii BUPYC - 9TO Pa3HOBUAHOCTb KOMITBIOTEPHBIX MPOrpamMM, OTIUYMTETbHOU
0C00EHHOCTBIO KOTOPOH SIB/ISIeTCS CIIOCOOHOCTL K pasMHOXKeHHI0. B fjoroiHeHue K 3TOMY, BUPYChI
MOTYT IIOBPeJUTb WM IIOJIHOCTBIO YHUUTOXXUTb BCe (aibl M JaHHbIe, IOJKOHTPOJIbHbIE
T0/1b30BaTe/TI0, OT UMeHU KOTOPOTo Oblia 3arylijeHa 3apa’keHHasi IPorpaMMa, a TakKe MOBPeJUThb
WM JlaXKe YHUUTOXKUTH OTIePAL[MOHHYIO CHUCTeMy CO BceMH (aiiiamu B 1jejioM. B OonbIiMHCTBe
C/lyyaeB pacrpOCTPaHsIOTCSl BUPYChI Uepe3 UHTepHeT.

MeTopabI 3alIIUTHI OT BPeAOHOCHBIX IPOrPaMM:

1. Wcrnonb3yil coBpeMeHHbIe OIepaljiOHHble CUCTEMbl, MMeIOIlMe Cephe3Hbli YpOBeHb
3alUThI OT BPeJOHOCHBIX ITPOrPaMM;

2. IloctosiHHO ycTaHaB/nvMBaKW maTud (UUQpOBBIE 3ar/jaTKM, KOTOpPble aBTOMaTUUeCKH
yCTaHaB/IMBAIOTCS C Iie/Ibi0 [OPAabOTKY MpOrpaMMbl) U Apyrve oOHOBIEHHs CBOel OreparjioOHHON
crcrembl. CKauMBaii UX TOBKO € opUIaIbHOTO caiiTa pa3paboTurika OC. Ecu CcyiiecTByeT pexxum
aBTOMaTUUeCcKoro 0OHOB/IeHUS, BK/IIOUM €r0;

3. PaboTaii Ha CBOeM KOMIIbIOTEpPe MOJ, PaBaMH T10/Tb30BaTe/Is, @ He afIMUHUCTPATopa. JTO
He T03BOUT OOJIBIIMHCTBY BPEOHOCHBIX IMPOrPaMM MHCTA/UTUPOBATHCS HA TBOEM IEePCOHATbHOM
KOMIIbIOTEpE;

4. Vicnonb3yii aHTUBUPYCHBbIE TMpOrpaMMHbIe TIPOAYKTHI W3BECTHBIX IPOW3BOAUTENEH, C
aBTOMAaTUUYeCKUM OOHOBJIeHHEeM 0as3;

5. Orpanunub (pr3UyeCcKUid JOCTYI K KOMITBIOTEPY /15 TOCTOPOHHUX JIMLI;

6. Vcnonib3yl BHeIIHWe HOCHTeNW WMH(OpMaLM{, Takue Kak (Quiellka, AUCK WM (ail u3
WHTepHeTa, TOJIbKO U3 MPOBEePEeHHBIX UCTOUHUKOB;

7. He OTKpbIBail KOMIbIOTEPHbIE (Daii/bl, OJyYeHHbIe U3 HeHa/leXKHbIX UCTOUHUKOB. [laxe
Te (haiisibl, KOTOPBIe MPUCJIA TBOM 3HAKOMBIN. JIydllle yTOUHH y HEro, OTIPABJ/ISI I OH Tebe HX.

Cetn WI-FI

Wi-Fi - aT0 He BU/ nepeJjauu JJaHHBIX, HE TEXHOJIOTHs, a BCero JUILbL OpeHs, Mapka. Eiie B
1991 romy HujepnaHAicKas KomraHusi 3apeructpupoBana Openz "WECA", uro o6o3Hauano
cnoBocouetanue "Wireless Fidelity", koTopsiii mepeBoguTCs Kak "0ecrpoBo/iHasi TOUHOCTD".

o Halllero BpeMeHHU JIollljia ipyrasi abbpeBuarypa, KoTopasi SIBJsieTCsl TaKOW »Ke TeXHOoJoruel. 1o
abbpeBuatypa "Wi-Fi". Takoe Ha3BaHWe ObIJIO JAHO C HaMEKOM Ha CTaHZAPT BBICIIEN 3BYKOBOM
TexHUKU Hi-Fi, uTto B mepeBozie 03HauaeT "BbICOKAsA TOUHOCTB".

Ia, GecrniaTHBII WHTEPHET-AOCTYN B Kade, OTe/NsiX W ad3poOMNopTax SB/SETCS OTIHUHON
BO3MO>KHOCTbIO BbIXO/]a B MHTepHeT. Ho MHOrue 5KCrepThl CYUMTalOT, 4To 00IesocTynHble Wi-Fi
CeTH He SIBJISIOTCS 6e30MacHbIMMU.

CoBeTbI 110 0€30MaCHOCTH PadoTHI B 00IIeAOCTYMHBIX ceTsax Wi-fi:

1. He mepegaBaii cBoto muuHy0 nHbopMaLuio uepes obmeznoctynHbie Wi-Fi cetn. PaboTtas

B HUX, ’KeJIaTeJIbHO He BBOJUTb NapoJIv I0CTYIIA, JIOTMHBI U KaKre-TO HOMepa;



2. Wcnonb3yit © OOHOB/SI aHTUBUPYCHBIE TpoOrpaMMbl U OpaHaMayep. TeM cambIM ThbI
obe3omacuiib cebst OT 3aKaUKW BUpPYyCa Ha TBOE YCTPOHCTBO;

3. Tlpu ucnonb3oanuu Wi-Fi otkmoun dyHKiuio "OOIIHiA [OCTYTI K daiiiaM U IpuHTepam'.
[HanHas GyHKLMS 3aKpbITa 10 YMO/TUYaHUIO, OJHAKO HEKOTOpPbIe M0/Ib30BaTe/Id aKTUBUPYIOT ee JJis
y00CTBa MCI0/Ib30BaHUs B paboTe uiu yuebe;

4. He ucnonb3yii nyomunbiii WI-FI a/1s1 mepejauu TMUHBIX JAHHBIX, HAIIPUMeEP, /IS BbIX0/1a
B COLIMA/IbHbIE CETU WU B 3/IEKTPOHHYIO MOUTY;

5. VMcnosb3yii TobKO 3alifuineHHoe coeauenre yepe3 HTTPS, a ne HTTP, 1.e. mpu Habope
BeO-a/ipeca BBogu MMeHHO "https://";

6. B MmobuisHOM TenedoHe oTkmoun ¢yHKIuO "Tlogkmouerne Kk Wi-Fi aBTomarnuecku'.
He foryckaii aBTOMaTHUeCKOTO MOK/TIOUeHHsT YCTPOKCTBa K ceTsiMm Wi-Fi 6e3 TBoero coriacusi.

ConuanbHbie CeTH

CoumanbHble CeTH aKTUBHO BXOJST B HAIlly )KM3Hb, MHOTHE JIFOAW PabOTalOT U KUBYT TaM
MOCTOSIHHO. MHOrue T10/Ib30BaTe/lM He TMOHUMAalOT, YTO UH(OpMalus, pa3MellleHHas UMU B
COLIMA/IBHBIX CeTSIX, MOKeT ObITh HaliieHa ¥ UCIT0/Ib30BaHa KeM yroJHO, B TOM UKc/ie He 00s13aTesTbHO

¢ 6/1aruMu HaMepeHUsIMH.
OcCHOBHbBIE COBETHI 10 0€30MaCHOCTH B COLHA/IBHBIX CETAX:

1. OrpaHuub CITUCOK /Ipy3eil. Y TeOsi B ApY3bsiX He JO0/DKHO ObITh CTyUalHBIX M HE3HAKOMBIX
JIIOJIEeH;

2. 3amuiiail CBOIO YaCTHYHO >KW3Hb. He ykasbiBail maposu, TesiedoHbl, afpeca, JaTy TBOero
pPOXKJEHUs M JAPYI'yl0 JIMUHYI0 HWH(OpMaLUio. 3/0yMBILIJIEHHHKA MOTYT HCIIO/b30BaTh JlaXe
MH(OpPMaLIMIO 0 TOM, KaK Thl U TBOM POJUTE/H II/IaHUPYyeTe MPOBECTH KaHUKY/IbI;

3. 3auuinaii CBO0 peryTaryio - Iep)KU ee B UMCTOTe U 33/jaBail cebe BOmpoc: XxoTes Obl Thl,
yToOBI [pyrue TOb30BaTe/IM BHU/ENH, UTO Thl 3arpykaelib? [logymaii, Mpekie ueM 4YTO-TO
ory0JIMKOBATh, HAIIUCATh U 3arPy3UTh;

4. Ecnv Thl TOBOPUIIIB C JIFOABMH, KOTOPBIX He 3Haelllb, He MCII0/Ib3yi CBOe peasbHOe UMS U
JPYTYIO IMUHYI0 MH(OPMALIMK: UMS1, MECTO JKUTEe/IbCTBA, MECTO yueObl U TIpoyee;

5. M306eraii pa3melrienust pororpaduii B IHTepHeTe, e Thl U300pa’keH Ha MECTHOCTH, T10
KOTOPOI MOXXHO OMpeZie/TUTh TBOe MeCTOMO/I0XKeHHE;

6. Ilpu perucTpanu B COLMANbHOW CeTH HeOOXOAWMO HCIIO/Ib30BaTh CJIOXKHBIE T1apOJIH,
cocTositue u3 OykB 1 [P 1 C KOTMYeCTBOM 3HAaKOB He MeHee 8;

7. O couuanbHOM CeTH, TIOUThI W JIPYTUX CAalWTOB HEOOXOJUMO HCII0J/Ib30BaTh Pa3HbIe
napom. Torga eciu Tebsi B3/IOMAlOT, TO 3/I0YMBILUIEHHUKUA TIOydaT AOCTYI TOJBKO K OJHOMY
MecTy, a He BO BCe Ccpasy.

JJ/IeKTPOHHBbIE {eHbI'U

ONeKTpOHHbIe [leHbIM - 3TO OYeHb YJ0OHBIN criocob maTe)kei, OJHAKO CYILEeCTBYIOT
MOILIIEHHUKH, KOTOPbIe XOTST MOJIYYUTh 3TH JIeHbIH.

OJIeKTPOHHBIE JIeHBTM TIOSIBUJIMCH COBCEM HEJABHO W WMEHHO H3-3a 3TOT0 BO MHOTHX
rOCyZapCTBax /I0 CUX IO He MPOMHCAHO PO HUX B 3aKOHAX.

B Poccuu >ke oHU (YHKLMOHHDPYIOT U O HUX yyKe TPOIMCAHO B 3aKOHE, I/le UX pa3/eisiioT Ha
HECKOJIbKO BUZIOB - aHOHMMHbIe U He aHOHMMHbIe. Pa3Hulla B TOM, UTO aHOHUMHBIE - 3TO Te, B
KOTOPBIX pa3pelaeTcs IPOBOJUTD OrnepaLyy 0e3 naeHTUPUKALUH TT0/Ib30BaTesisl, a B He aHOHUMHBIX
UZieHTU(hUKAIIS T10/Tb30BaTeIs SIB/IETCS 00s13aTeTbHOM.

Takke ciefyeT pasndyarh 3/€KTPOHHble (UaTHble JeHbrM (paBHBI TOCY[apPCTBEHHBIM
BaJItOTaM) U 3/IeKTPOHHbIe HeUaTHbIE JeHbI'M (He paBHbI FOCY/IApPCTBEHHBIM Ba/lOTaM).

OcCHOBHBIE COBETHI 110 0e30MacHo# padoTe C 3/IeKTPOHHBIMH /{eHbIaMH:

1. IpuBsxu K cueTy MOOW/IBHBIN TeseOoH. DTO CaMbld YAOOHBIA M OBICTPBINA CrOCOO
BOCCTaHOBUTh JJOCTYT K cueTy. [IpuBsi3aHHbIN TeneOH OMOXKET, ec/ii 3a0y/elllb CBOM IJIaTeXXHbIN
napoJib WM 3ali/iellb Ha CaiiT ¢ He3HAKOMOT'0 YCTPOMCTBa;



2. Wcnonb3yit ofHOpa3oBble Taposid. Ilocsie mepexoja Ha YCU/IEHHYIO aBTOpU3alvio Tebe
yXKe He OyZieT yrpoykaTh OMacHOCTh KPayky U/IM TiepexBaTa TIaTeXXHOTO MapoJis;

3. Bribepu cioxHBIN MMaposb. [IpecTynHuKaM OyzieT He MPOCTO yra/iaTh CIOXKHBIM TapOJib.
HaziexxHble maposid - 3TO Tapoyid, KOTOpble Cofiep)kaT He MeHee 8 3HAaKOB M BK/IIOUAlOT B ceOst
CTPOYHbBIe U TIPOMUCHBIe OYKBBI, LIM(GPHI U HECKOJBKO CUMBOJIOB, TaKHe KaK 3HakK /losiiapa, (yHTa,
BOCK/IMIaTe/IbHBIN 3HaK U T.M. Hanpumep, $tROng!;;

4. He BBOAM CBOM JIMUHbIE laHHbIE HA CaiiTax, KOTOPLIM He JloBepsielllb.

JJ/IeKTPOHHAasA MmouTa

ONeKTpOHHAas MoYTa - 3TO TEXHOJIOTHSI U TMpeJoCTaB/sieMble €l YCAYrM M0 TepechliKe U
TIOJTYYE€HHIO 37IeKTPOHHBIX COOOIIeHNH, KOTOPBIe pacIipeesisiFoTCs B KOMITbIOTepHOM ceTr. OOBIYHO
3/IeKTPOHHBIH TIOYTOBBIN SIIHK BBITJISIAUT C/IeYIOIMM 00pa30M: UMsi_T10/Tb30BaTe/Isi(@WMs1_/JOMeHa.
Takke KpoMe Tepefjauu POCTOr0 TEKCTa, UMEEeTCSI BO3MOXKHOCTD Tlepe/jaBaTh (aiibl.

OcHOBHBIE COBEThI 0 0e30macHo# paboTe ¢ 3/IeKTPOHHOM MOYTOM:

1. Hazmo BbIOpaTh MpaBWIBHBIM MOUTOBBIM CEPBUC. B MHTEepHeTe eCTh OTPOMHBIN BHIOOD
OecrylaTHBIX TIOYTOBBIX CEPBHCOB, OJHAKO JIy4llle JOBEpPSITb TeM, KOTO 3Haelllb, M KTO TEePBbIA B
pelTuHre;

2. He yka3splBail B JIMYHOW MouTe TMUHYIO WHMopMaiuio. Hampumep, yudiiie BbIOpaTh
"My3bIKanbHbIN_(aHaT@" umm "pok2013" BMecTo "Temal3";

3. MHcnonb3yid AByX3TamHyl aBTOpU3aL[Mi0. JTO KOrja MOMHUMO TapoJisi Hy)KHO BBOJMTH
KO/, IPUChIIaeMblii 1o SMS;

4. Boibepu C/I0KHBIM Maposib. [T Ka)kKZOro IIOUTOBOrO SIIUKA JO/DKeH ObITh CBOM
HaJle>)XHbIM, YCTOMUYMUBBIN K B3/IOMY I1apOJib;

5. Ecmm ecth BO3MOXHOCTb HamucaTb CaMOMY CBOM JIMUHBIM BOIIPOC, MCHO/Ib3YH 3Ty
BO3MO>XHOCTB;

6. Vcrionb3yl HECKOIBKO IIOYTOBBIX SIMKOB. IlepBblid /i1 4YaCTHOM TIepPerucKu C
ajZipecataMH, KOTOPbIM Thl JlOBepsielllb. DTO 3JIeKTPOHHBINA aZipeCc He HaJ0 MWCII0/Ib30BaTh IpPU
perucrpanuu Ha opymax U caiTax;

7. He oTkpbiBaii daiiibl U Ipyrue B/IOXKEeHHUs B MKMCbMaX, Jjake eC/Id OHU MPUIITU OT TBOUX
Apy3ei. Jlydiile yTOUHM y HUX, OTIPABJISIA JIA OHU Tebe 3TH haiibr;

8. Tlocne okoHYaHuUsi pabOTHI Ha MTOUTOBOM CEepPBHCe Tepe/; 3aKPhITHEM BKJIAIKU C CAUTOM
He 3a0y/b Ha)KaTh Ha "BoiiTh".

KubepOy/uTHHT HW/IM BUPTya/IbHOE U3/IeBaTe/IbCTBO

KubepOynivHr - mpecsiefioBaHre COOOIIEHUSIMH, COZePXKAIlIMMUA OCKOpPOJIeHUs], arpecCuro,
3aryruBaHue; XY/JIWraHCTBO; COL[Ma/bHOe OOWKOTHpPOBaHHE C TIOMOIIbI0 Pa3/MUHBIX WHTEpPHeT-
CEepBUCOB.

OcHOBHBIE COBeTHI 110 00pb0e ¢ KHbdepOy /I/IMHIOM:

1. He 6pocatics B 60ii. Jlyummmii criocob: mocoBeToBaThCsl Kak cebst BeCTH U, e/ HeT TOro,
K KOMY MOXHO 0OpaTUTbCs1, TO BHauasie YCIIOKOUThCS. Ec/ii Thl HauHeIlb OTBeuaTb 0CKOpOIeHUsMU
Ha 0CKOpOJIeHus], TO TOJBKO ellje O0sibIile Pa30XOKelllb KOH(IIHKT;

2. YmpaBnsii cBoell KubepperyTarye;

3. AHOHMMHOCTb B ceTH MHHMasi. CyIeCTBYIOT CHOCOOBI BBISICHUTb, KTO CTOWUT 3a
AHOHUMHBIM aKKayHTOM;

4. He cTOUT BeCTH Xy/IMraHCKU 00pa3 BUPTYalbHOU >KU3HU. VIHTepHeT GUKCUpPYeT BCe TBOU
JeWiCTBUS M COXPaHsieT UX. YIanuTh WX Oy/leT KpaiiHe 3aTpyAHUTE/BHO;

5. Cobmrofiali CBOIO BUPTYaIbHYIO Ye€CTh CMOJIOJY;

6. UrHopupyil equHUUHBIA HeraTtuB. OfHOpa3oBble OCKOPOWTE/IbHBIE COOOILeHUs JIyullle
UrHoprpoBaTh. OOBIYHO arpeccus rpeKpallaeTcss Ha HauaJlbHOW CTa/Iuy;



7. Ban arpeccopa. B mporpammax obMeHa MrHOBEHHBIMH COOOIIEHUSIMH, B COLIMAIbHBIX
CeTsIX eCTb BO3MOXKHOCTh OJIOKMPOBKH OTIIPABKH COOOIIIEHHI € Ompe/ie/IeHHbIX a/[pecoB;

8. Ecmm  Th1  cBuzeTens KubepOy/mmHra. TBOM  JeWCTBHS:  BBICTYNUTH — POTHB
Tripec/iefloBaTesis, oKa3aTb €My, UTO ero JeiCTBUS OLeHUBAIOTCSl HETaTUBHO, MO/IeP)KaTh KePTRY,
KOTODO# HY)KHa ITCUX0JI0rhyecKast TOMOIIb, COOOIIUTE B3POC/IbIM O (haKTe arpecCUBHOTO TIOBeleHHs
B CETHU.

MoounbHbIH Tes1edoH

CoBpemeHHbIe cMapT(hOHBI U TUIAHIIEThI COZiep>KaT B cebe BITOJTHE B3POC/IbIA GYHKLIMOHA, U
Ternepb OHU MOTYT KOHKYPUPOBaTh CO CTallMOHAPHBIMU KOMITbIOTepamu. OZiHaKO, CPe/CTB 3allUThl
A1l TIOJOOHBIX YCTPOMCTB TIOKA OueHb Masio. TecTUpoBaHWE W TIOMCK YSI3BUMOCTEH B HHUX
TIPOMICXO/WT He TaK MHTeHCHUBHO, Kak Jyisi [1K, To >ke camoe KacaeTcsi 1 MOOM/TBHBIX TIPU/IOMKEHUH.

CoBpeMeHHble MOOU/IbHBIE Opay3epbl yKe TMPAKTUUeCKH [OTHaJM HaCTOJIbHbIe aHaJoTH,
OJJHAaKO pacimpeHve ¢GyHKLMOHAAa BjeueT 3a Co00WM OOMBIIYI0O CIOXKHOCTb W MEHBIIYIO
3alUIEeHHOCTb.

Ianeko He BCe TPOW3BOAMTENM BBITYCKAIOT OOHOBJIEHUS, 3aKpPbLIBAIOIME KPUTUUYECKHe
YSI3BUMOCTH [1/151 CBOUX YCTPOMCTB.

OcCHOBHBIE COBETHI /I/Is1 0€30IaCHOCTH MOOU/IBLHOTO TestedoHa:

Huuero He siB/isieTCs Mo-HacTosieMy OecriiaTHBIM. Byab ocTopokeH, Beib Korja Tebe
TMpeAJiaratoT OecruIaTHLIM KOHTEHT, B HEM MOT'YT ObITh CKPBITHI KaKUe-TO TJIaTHbIe YCIyTH;

Iymaii, ipexxze uem oTripaBuTh SMS, ¢oTo nnmu Buzeo. Thl TOUHO 3Haelllb, Tie OHU OYAyT B
KOHEYHOM uTore?

Heo06xoauMo 0OHOBISTE OMepaLMOHHYIO CUCTEMY TBOETO CMapTQOHa;

Vcrionb3yli aHTUBUPYCHBIE TTPOTPaMMBI JI7IsI MOOW/TBHBIX Tee()OHOB;

He 3arpykali mpuao)keHUsi OT HEW3BECTHOTO WCTOUHHKA, BeJb OHU MOTYT COZlep>KaTb
Bpe/IOHOCHOE MPOrpaMMHOe 00ecrieueHue;

[Tocsie TOro Kak Thl BBIMELLB C CalTa, Te BBOAWII IMYHYIO NH(OPMALIMIO, 3ali/i1 B HACTPOUKHU
Opay3epa u yzanu cookies;

[Tepuoauuecku NMpoBepsii, Kakue IyiaTHbIe YCIYTU aKTUBUPOBaHbI HA TBOEM HOMepE;

[aBaii cBOM HOMep MOOWILHOTO TesiehOHA TOMBKO JIFOJSM, KOTOPBIX Thl 3Haelllb U KOMY
Jl0Bepsielllb;

Bluetooth mo/mkeH OBITH BBIK/IIOUEH, KOT/la Thl UM He TOJb3yelibcs. He 3abbiBaii mHOTjQ
TIPOBEPSITH 3TO.

Online urpsi

CoBpeMeHHble OH/IAWH-UTPbl - 3TO KpacoyHble, 3axBaTbIBalOIMe pa3B/ieueHus,
00BbeJUHSIONIe COTHU THICSY YesloBeK M0 BCceMy MUpY. MITDOKM WCCIeAyT JaHHBI UM MUP,
00I1Iar0TCST IPYT C IPYTOM, BBITMOHSIOT 3aZlaHKsI, CPAYKAFOTCSI C MOHCTPAMH U TIO/Ty4YaroT OTIbIT. 3a
yIOBOJIbCTBHE OHM TIJIATSAT: MMOKYIAKOT JUCK, OT/IaUMBalOT a0OHEMEHT WM MPUOOPeTAr0T KaKue-To
OTILIWY.

Bce 3Tu cpeficTBa UAYT Ha Mo/jfiep>KaHue U pa3BUTHe WIPHI, a TaK)Ke Ha caMy 0e301acHOCTh:
COBEpIIIEHCTBYIOTCSI CUCTEMbI aBTOPM3alliH, BbITyCKAIOTCsT HOBbBIE MaTuM (LU(POBbIe 3ariaTKu JJis
TPOrpaMM), 3aKpbIBAOTCSI YSI3BUMOCTH CEPBEPOB.

B noj06HbIX UTpax CTOUT OracaThCsl He CTOJIbKO CBOMX COTIEPHUKOB, CKOJIBKO KPa)k TBOETO
napoJisi, Ha KOTOPOM OCHOBaHa CHMCTeMa aBTOpU3aliiy OOJBIIMHCTBA UTD.

OCHOBHBIE COBETHI 110 0e30MaCHOCTH TBOEr0 UrPOBOr0 aKKayHTa:

1. Ecim apyroii UTpoK BefeT cedsi MJIOX0 WK CO3/laeT Tebe HeMPUATHOCTH, 3a0/IOKUPYH ero
B CIIMCKE UTPOKOB;

2. Toxxanylics agMUHUCTpaTOpaM UIPhbl Ha IJIOXO0€e MOBeileHUe 3TOr0 UrpoKa, KeaTeabHO
TIPUIOXKUTH KaKKe-TO Jl0Ka3aTe/lbCTBa B BU/|e CKPUHOB;
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. He ykasbiBaii nmuHyt0 uH(GOpMaluio B ripodaiisie Urphbl;
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4. YBakau Ipyrux y4aCTHUKOB I10 UTpe;

5. He ycraHaBnuBaii HeoduianabHble aTUYM U MOJb;

6. Vcrionb3yli c/io)KHBIE U pa3Hble apoJiy;

7. Jaxxe BO BpeMsi UIpbl He CTOMT OTK/IHOYaThb aHTUBUPYC. [loka Thl Wrpaelllb, TBOU
KOMIIbIOTEP MOT'YT 3apa3uTh.

OUIIHHT WIM KPaXka JIMYHBIX JAHHBIX

OO6bIuHOM KpaXkel JieHer U JOKYMEHTOB CErO/IHs Y>Ke HUKOTO He yJUBHILb, HO C pa3BUTHEM
VHTEPHEeT-TEXHOJIOTHH 3/I0YMBILLIJIEHHUKHU [IepeMeCTU/IMCh B UHTEPHET, U MPOJ0J/DKAal0T 3aHUMAaThCst
"MIFOOMMBIM" [1eJIOM.

Tak mosiBUachb HOBasi yrposa: WHTepHEeT-MOLLeHHWUYeCTBa WM (DUILMHT, IJ/laBHas Lie/b
KOTOPOT'0 COCTOMT B MOJTyYeHUH KOH(U/IeHI[Ma/IbHBIX JaHHBIX 10/1b30BaTesiel - IOTUHOB U MapoJiei.
Ha anrmmiickoM si3bike phishing umraercst kak dummHr (ot fishing - pwibHas moBns, password -
TapoJib).

OCHOBHBIE COBETHI 110 00pb0e C PUIIMHTOM:

1. Cnenu 3a cBOMM akKayHTOM. Ec/v ThI TI0/j03peBaellib, YTO TBOSI aHKeTa Oblia B3/I0MaHa,
TO HeoOX0oauMO 3a0/IOKUPOBATh ee U COOOIUTh aJIMUHUCTPATOPaM pecypca 00 3TOM KaK MOXKHO
CKOpee;

2. Vcnionb3yii Ge3oracHele BeD-CalThl, B TOM UHC/Ie, UHTEDHET-Mara3uHOB U TTOMCKOBBIX
CUCTeM;

3. Vcronb3yii c/ioKHBIE W pa3Hble Tapoiu. TakuMm obpasom, eciu Tebs B370MaroT, TO
3/I0YMBILLJIEHHHUKHY TI0Ty4aT JA0CTYI TOJIBKO K OZHOMY TBOeMy NpOGuIII0 B CETH, a He KO BCeM;

4. Ecri Tebst B3710Manu, TO He0OXOJUMO TIPeAYIPEeJUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE
nobaBsieHbl y TeOs1 B APY3bsiX, O TOM, UTO Tebsi B37I0Ma/id M, BO3MOXXHO, OT TBOEr0 UMeHU Oyzer
pacchuIaThCsl CMlaM U CChIJIKU Ha (PUIIIMHTOBbIE CaMThI;

5. YcraHoBu HafiexxHbIH raposib (PIN) Ha MOOU/TBHBIHN TeiedoH;

6. OTK/IIOUM cCOXpaHeHHe MapoJisi B Opaysepe;

7. He oTKpbIBali (paiisibl U Apyrre B/IOXKEeHHUsI B MUCbMaX, Ja)ke eC/Id OHU TMPUILLI 0T TBOUX
npy3ei. Jlydille yTOUHU y HUX, OTIIPAB/ISUIA JId OHU Tebe 3T (aiibl.

HudpoBas penyranus

Ludposasi peryrarusi - 3TO HeraTUBHAs WA TMO3UTHMBHass MHGOpMaLUs B CeTH O Tebe.
KomnpomeTupyromjasi UHPOpMaLysi, pa3MellleHHass B WHTEPHETEe, MOXKET Cepbe3HbIM 00pa3om
OTpasuThCsl Ha TBOeW peasbHOU >ku3HU. "LludpoBasi pemyranusa" - 3TO TBOM UMUK, KOTOPBIH
(opmupyetcsi u3 MHGOpMaLuK 0 Tebe B UHTEpHeTe.

TBOe MeCTO >KUTeJIbCTBA, yueObl, TBoe (hHAHCOBOE MOJI0XKeHHe, 0COOeHHOCTHU XapakTepa 1
pacckasbl 0 O/IM3KKX - BCe 3TO HAKAITUBAETCS B CETH.

MHorve MoOAPOCTKU JIETKOMBICJIEHHO OTHOCSTCS K TMyO/MKalUy JIMYHOM WH(OpPMalvK B
VHTepHeTe, He TIOHKMMasi BO3MOXKHBIX MOC/IeACTBUM. Thl Ja)ke He CMOJKelllb /JOTalaThCsl O TOM, UTO
¢dotorpadusi, pa3melrieHHasi 5 J1eT Ha3a/l, CTaza MPUYMHOM OTKa3a NMpUHSTH Tebsi Ha paboTy.

KommeHTapuu, pa3mellieHrde TBoux ¢otorpaduii U gpyrve [elCTBUS MOTYT He MCUYe3HYTh
Jla>Ke T10CJIe TOT0, KaK Thl MX y/a/uilib. Thl He 3Haelllb, KTO COXpaHWI 3Ty MHGOpMaLlKto, Toraa Jid
OHa B TIOMCKOBBIE CUCTeMbI M COXpaHW/Iach JIM OHa, a TJIaBHOe: UTO MO/IyMaroT 0 Tebe OKpYy»Karolue
JIFO/IA, KOTOpbIe HAUAYT U yBUJAT 3T0. HaliTh nH(bOpMaL1I0 MHOTO JIeT CITyCTsI CMOXKeT JiFo00# - Kak
13 100pbIX IOOYKAEHHH, TaK ¥ C HAMepeHHeM MPUUHUHUTE Bpes. DTO MOKeT OBbITh KTO YTOJHO.

OcHOBHbIE COBeTHI 10 3aIuTe HU(PoBOH penyTanum:

1. [Mogymatii, Tipexkzie ueM 4TO-TO MyOIMKOBaTh U TiepesiaBaTh y cebst B Giore umu B

COLIMa/IbHOMU CeTH;



2. B HacTpoiikax npogusis yCcTaHOBU OrpaHAYEeHUs Ha TIPOCMOTP TBOEro NMpogusisi u ero
COZlep>KUMOT 0, CZiesial ero TOMbKO "[st Apy3en';

3. He pa3meriaii 1 He yka3bIBaii MH(OPMALIIO, KOTOPasi MO>KeT KOro-IM00 0CKOpO/ISTh
WM 0OVDKaTh.

ABTOpCKOe npaBo

CoBpeMeHHbIe IIKOJILHUKU - aKTHBHbIE T0Jib30BaTeu 1jupoBoro npocrpaHcTBa. OfHaKo
JlaJIeKO He BCe 3HAIOT, UTO T0/h30BaHWE MHOTHMHM BO3MOXXHOCTSMU LU(pPOBOTO Mupa TpebyeT
cobroieHys TpaB Ha MHTEeJUIEKTYa/IbHYI0 COOCTBEHHOCTb.

TepmuH "WHTe/UIeKTyarbHas COOCTBEHHOCTh' OTHOCHUTCS K PAa3/IMUHBIM TBOPEHUSM
Yye/I0BeueCcKoro yma, HaulHasi C HOBBIX M300peTeHUI U 3HAaKOB, 0003HAUAIOIIUX COOCTBEHHOCTh Ha
MPOJYKThl U YCJIYTU, U 3aKaHUMBasi KHUTaMU, QoTorpapusiMu, KWHOPUIbMaMH U MYy3bIKaTbHbIMU
TIPOU3Be/IeHHSIMU.

ABTOpCKHe TIpaBa - 3TO IpaBa Ha HWHTE/JIEKTYa/JbHYI0 COOCTBEHHOCTh Ha TIPOU3BE/IeHUS
HayKH, JIMTepaTypbl U UCKYCCTBAa. ABTOPCKHE MpaBa BLICTYIAIOT B KauyeCTBe rapaHTHUU TOTO, 4TO
VHTEe/I/IEKTYa/IbHBINA/TBOPUECKUH TpPyZ, aBTOpa He OyZeT HarpacHbIM, ZACT €My CIpaBe/IMBbie
BO3MOYKHOCTH 3apaboTaTb Ha pe3y/bTaTaX CBOEr0 TPY/a, MOJYUYHUTh W3BECTHOCTh W TPU3HAHMUE.
HukTo 6e3 pa3spellieHusi aBTOpa He MOJKET BOCIIPOM3BOJIUTE €T0 TPOM3Be/leHHe, PacTpOCTPAHSTS,
nyO/IMYHO [IeMOHCTPUPOBaTh, TIPO/laBaTh, WMIIOPTUPOBATh, IyCKAaTh B TIPOKAaT, ITyO/JIMYHO
WCIIOJIHATD, TIOKA3bIBaTh/UCIIOMHSTD B 3(Hpe Ui pa3Melliath B IHTepHeTe.

Vcrosib30BaHMe '"TIMPATCKOro" TMpOrpaMMHOro obecrieueHHss MOXKET TIPUBECTH K MHOTHUM
pUCKaM: OT TIOTepHM [JAHHbIX K TBOMM aKKayHTaM /0 OJIOKMDOBKM TBOEro YyCTPOMCTBa, Tjie
yCTaHOBJIeHa HeJlerajbHast mporpamMMa. He cTouT Takyke 3a0bIBaTh, UTO CYILECTBYIOT JieTajbHbIE U
OecruiaTHbIE POrPaMMbl, KOTOPbIe MOYKHO HAMTH B CETH.

O nmopTasne

CeTeBHUOK.p( - TBOU I'7IaBHBIA COBETUMK B CETH. 3/1€Ch Thl MOXKEIllb Y3HaTh O 0e30MacHOCTH
B CE€TH TIOHSITHBIM U JIOCTYITHBIM SI3bIKOM, @ [P BO3HUKHOBEHHUHU KPUTUUECKOH CUTYallui 00paTUTLCS
3a COBeTOM. A TakyKe TIPUHSITh yuacTHe B KOHKYpPCax M CTaTh CaMbIM LIM(POBBIM I'PaKJaHUHOM!
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